Predator UAV Synthetic Task Environment Distribution

This document summarizes the procedures that must be followed for legal distribution of the Predator UAV Synthetic Task Environment (STE).  It begins with a brief background and explanation of the restrictions on distribution of the STE.  The document then explains the procedure the Air Force has put in place for the distribution of export controlled scientific and technical information for purposes of DoD-sponsored research by non-DoD academic or industry contractors.

Background

In 1997, the Air Force Office of Scientific Research (AFOSR) contracted with the Air Force Research Laboratory’s Mesa Research Site (AFRL/HEA) to develop a Predator UAV synthetic task environment (STE) that could be used by government and academic research labs to study human performance issues (perception, cognition, and motor control).  The motivation for developing the STE was to have a low-cost, unclassified, yet realistic research environment that could be used by researchers outside AFRL to investigate human performance topics of interest to the Air Force.

The contractor (Parker International) who developed the core simulation and the visual displays used manuals that contain technical data that are export controlled.  The manuals mention distribution limitations and export controls.  Appendix A is a snapshot of the cover of the Operator Manual the contractor used to develop the system.  Note the statements regarding distribution.  Also note that it does not say the information is classified – only that its distribution is restricted.

In the Winter and Spring of 2002, researchers at the Mesa Research Site’s Performance and Learning Models Lab (PALM Lab) upgraded the hardware and software necessary to run the UAV STE.  To streamline the process for future upgrades, and to facilitate distribution of the STE, they have created an installation CD.  The installation CD includes a feature built into the STE which requires a new user to request (from AFRL) a unique Key Code for each new installation of the software.  This means that the software can not be installed and run without first getting approval (and a Key Code) from an AFRL Representative.  This prevents unintended distribution, or at least makes unintended distribution considerably more difficult.  

With the hardware and software upgrade completed and the installation CD ready to go, AFRL-Mesa are now prepared to begin distribution to other cognitive science research labs.  The process they have defined for accomplishing distribution of the UAV STE is defined in the next section.

Distribution Procedure

Air Force Instruction (AFI) 61-204, titled “Disseminating Scientific and Technical Information” is clear regarding the legal requirements for distribution of export controlled materials.  The Office of Primary Responsibility (AFRL-Mesa) is responsible for verifying the following four items before releasing the UAV STE code:
· Verify documents are marked with proper distribution statements

The installation CD is marked as follows (and the same text appears electronically prior to installation):

	UNCLASSIFIED

DISTRIBUTION STATEMENT - Distribution authorized to the Department of Defense and US DoD contractors only (Administrative or Operational Use) (11 April 2002). Questions concerning technical content or any other requests for this document shall be referred to AFRL/HEA 6030 S. Kent St. Mesa, AZ 85212-6061.

WARNING--This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C. 2571 et seq.) or Executive Order 12470. Violation of these export-control laws is subject to severe criminal penalties. Dissemination of this document is controlled under DoD Directive 5230.25 and AFI 61-204.

HANDLING AND DESTRUCTION NOTICE - Comply with the distribution statement and destroy by any method that will prevent disclosure of the contents or reconstruction of the document.




· Verify recipients have a need to receive

AFRL-Mesa will release the UAV STE only to recipients under contract to carry out U.S. DoD-sponsored research, and AFRL-Mesa will confirm this with the sponsor.

· Verify recipients are certified with the Defense Logistics Information Service (DLIS)

AFRL-Mesa will release the UAV STE only to recipients who are certified with the Defense Logistics Information Service.  Potential recipients can apply for certification with the DLIS by completing and submitting DD Form 2345 (“Militarily Critical Technical Data Agreement”) to the DLIS office.  If approved, the recipient must provide evidence of approval and their certification number before the UAV STE installation CD will be shipped.

· Verify recipient has signed the MOA in AFI 33-114

AFRL-Mesa will release the UAV STE only to recipients who have signed the Memorandum of Agreement in AFI 33-114 (“Communications and Information Software Management”).  The text of this MOA is available in Appendix B.

Each of these four items will be verified prior to release of the UAV STE code from AFRL-Mesa.

Appendix A:  Snapshot of Cover of Predator AVO Manual
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Appendix B:  Memorandum of Agreement

I/We the undersigned, on behalf of the Requesting Organization listed below (hereafter referred to as the "Requester"), request release of (software name) and understand and agree to the following:

a. NON-DISCLOSURE AGREEMENT. The Requester requests some or all of the following from (insert the name of the specific Air Force organization or software reuse library): data, technical data, computer software, computer software documentation, computer programs, source code, firmware, and other information of like kind, type, or quality, either commercial or non-commercial, all of which may be subject to limited rights, restricted rights, government-purpose license rights, patents, copyrights, trade secret rights, or other confidential or proprietary constraints (collectively, the "Data"). In consideration therefore, the Requester agrees:

1) That the Data shall be used only for government, non-commercial, or non-profit purposes.

2) To strictly abide by and adhere to any and all restrictive markings placed on the Data, and the Requester shall not knowingly disclose or release the Data to third parties who are not engaged in work related to government, non-commercial, or non-profit purposes.

3) That any restrictive markings on the Data shall be included on all copies, modifications, and derivative works, or any parts or portions thereof; in any form, manner or substance, which are produced by the Requester including but not limited to incorporation of the Data into any other data, technical data, computer software, computer software documentation, computer programs, source code, or firmware, or other information of like kind, type or quality. In all such events, Requester shall clearly denote where such Data initiates and concludes by use of annotations or other standard markings.

4) That the government is entitled to royalty-free use of the Air Force-owned or -developed software that is released.

b. WAIVER OF WARRANTIES AND LIMITATIONS OF DAMAGES AGREEMENT. The requester and the Approving Authority agree that:

1) No guaranties, representations, or warranties either expressed or implied shall be construed to exist in any language, provision, or term contained in these materials or in any other documentation provided herewith (all such items are collectively referred to as the "Agreement"), and furthermore, the releasing organization disclaims and the requester waives and excludes any and all warranties of merchantability and any and all warranties of fitness for any particular purpose.

2) The Requester shall obtain from the releasing organization all of the "Data" (defined in the Non-Disclosure Agreement above), or any other products or services contemplated by the Agreement, in an "as is" condition.

3) The Requestor agrees to hold harmless and indemnify the Air Force against any and all loss, liability, cost or expense arising out of the use of any Data released under this agreement, to include, but not limited to, litigation costs or expenses.

c. The Requester's use of the Data shall not prevent the government from releasing the Data at any point in the future.

d. The Requester shall not offer the released Data or any modified version thereof for resale to the government, in whole or as part or subpart of a government deliverable, without explicitly stating that he is doing so by providing certification documentation (e.g., Section K of the Government Solicitation) to the contracting officer before contract award.

e. The Requester may use the released Data in a contract with the government, but understands that the government shall not pay the Requester for rights of use of such Data in performance of government contracts or for the later delivery to the government of such Data. The Requester may be entitled to compensation for converting, modifying, or enhancing the Data into another form for reproduction and delivery to the government, if authorized under a contract with the government.

f. The Requester is not entitled to any released Data that are subject to national defense security classification or the proprietary rights of others. The Requester shall report promptly the discovery of any such restricted Data to the USAF release approving authority below, and follow all instructions concerning the use, safeguarding, or return of such Data. The Requester shall not copy, or make future study or use of any released Data later found to be subject to such restrictions.

g. As required, the Requester shall be responsible for compliance with any proscriptions on foreign disclosure of the released Data (contained, for example, in the Department of State International Traffic in Arms Regulations or the Department of Commerce Export Administration Regulations).

h. There may be a fee to cover the copying and shipping of the Data and any documentation.

i. The Requester and the Approving Authority intend that all agreements under this Memorandum of Agreement shall be governed by the laws of the United States of America.
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